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A Behavioral Economics-Based Game Model for Side-Channel Security

Attack and Defense Strategies

CATI Juesong YAN Yingjian WANG Jindong

(Information Engineering University, Zhengzhou 450001, China)

Abstract:
Objective The field of side-channel security currently lacks a systematic, quantifiable, and reproducible model
for guiding the selection of attack and defense strategies, particularly in real-world engineering contexts where
resource constraints necessitate informed cost-benefit trade-offs. The absence of such a framework impedes the
practical realization of the “appropriate security” principle, often leading to either over-protection or under-
protection of cryptographic modules. Traditional approaches to evaluating attack and defense costs rely heavily
on subjective expert judgments, which are inherently arbitrary, difficult to replicate, and lack a structured
multi-dimensional assessment. To bridge this critical gap, this research proposes an interdisciplinary model that
integrates game theory, behavioral economics, and the Analytic Hierarchy Process (AHP). The primary
objective is to establish a holistic decision-support system that not only quantifies the multi-faceted costs of
various side-channel strategies but also incorporates the psychological dimensions of decision-making under risk,
thereby enabling dynamic and economically rational security strategy selection tailored to specific asset values
and security levels.

Methods

with incomplete information. First, the side-channel analyst and the defense designer are formally defined as

This study constructs a multi-layered modeling framework based on a static non-cooperative game

rational players, each possessing a finite set of strategies: the attacker may choose from non-modeling attacks
such as DPA/CPA, modeling-based attacks like template attacks, or emerging deep learning-based side-channel
analysis; the defender may adopt countermeasures including time hiding, amplitude hiding, or masking/blinding
techniques. To systematically quantify the often-overlooked cost dimension, an AHP-based structured cost
model is introduced. Through pairwise comparison matrices, the model decomposes costs into multiple
criteria—such as time, data storage, computational resources, expertise, and hardware overhead—and assigns
objective weights to each criterion, thereby replacing subjective cost estimates with a reproducible, hierarchical
evaluation system. Furthermore, to reflect real-world decision-making behavior, key concepts from behavioral
economics are integrated: Prospect Theory models how gains and losses are perceived relative to a reference
point, while risk aversion coefficients capture players’ tolerance for uncertainty. These behavioral parameters
are explicitly linked to the security level of the cryptographic module, allowing the model to adapt to different
operational contexts. The resulting behavioral-augmented Bayesian game is then solved using the concept of

Bayes-Nash Equilibrium, wherein each player’s optimal mixed strategy is derived based on their private type
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(behavioral profile) and beliefs about the opponent. To ensure engineering relevance, the As Low As
Reasonably Practicable principle is incorporated as a constraint, enforcing that any selected defense strategy
must be justifiable in terms of risk reduction versus cost incurred. Numerical solutions are obtained via a
customized sequential quadratic programming algorithm implemented in Python.

Results and Discussions A comprehensive experimental evaluation was conducted to validate the proposed
model’s consistency, sensitivity, and practical utility. The AHP-based cost quantification demonstrated strong
internal consistency, with all consistency ratios below the 0.1 threshold, confirming the reliability of the
judgment matrices. The derived weight distributions revealed intuitive priorities: attackers placed greater
emphasis on technical barriers and computational cost, whereas defenders prioritized design complexity and
performance overhead. The behavioral adjustment layer successfully modulated perceived costs according to
security levels: under low-security conditions (high risk aversion), costs were perceptually inflated, leading to
conservative strategy choices; under high-security conditions, decision-making aligned more closely with
objectively quantified costs. Equilibrium analysis across varying asset values and security levels yielded
interpretable and rational strategy profiles. For low-value assets, both players exhibited a strong tendency
toward low-cost or “no action” strategies, adhering to the lower bound of the ALARP region. As asset value
increased, a clear threshold effect was observed, triggering a shift toward high-cost, high-efficacy strategies such
as deep learning-based attacks and masking-based defenses. Sensitivity analysis further confirmed that defense
strategy probabilities increased monotonically with asset value, validating the model’s ability to capture the
non-linear relationship between protection intensity and asset criticality. These findings underscore the model’s
capacity to support context-aware, adaptive security decision-making that balances risk, cost, and psychological
factors.

Conclusions This research presents a novel, behaviorally informed game-theoretic model for side-channel
security strategy selection, addressing a significant void in existing literature regarding structured cost-benefit
assessment. By integrating AHP-based objective cost quantification, behaviorally adjusted subjective
valuations, and ALARP-driven engineering constraints, the proposed framework offers a multi-dimensional,
reproducible, and context-sensitive tool for analyzing attack-defense interactions. The model advances the field
by explicitly linking security levels to behavioral parameters, enabling dynamic strategy adaptation in response
to both asset value and decision-makers’ risk perceptions. Although the current implementation relies partially
on expert-defined parameters and operates within a static game setting, it establishes a critical foundation for
transitioning from heuristic-based security decisions to quantitatively grounded, interdisciplinary analysis.
Future work will focus on parameter calibration using real-world attack/defense datasets, extension to multi-
stage dynamic games to capture strategic evolution over time, and empirical validation in industrial
cryptographic evaluation scenarios. This study contributes the first systematic methodology for cost-aware,
behaviorally realistic strategy optimization in side-channel security, offering both theoretical insights and
practical guidance toward achieving “appropriate security” in cryptographic engineering.

Key words: Side-channel security; Attack and defense strategies; Behavioral economics; Analytic Hierarchy

Process (AHP); Static game with incomplete information
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